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1
Decision/action requested

This contribution has security procedure of 5G SRVCC to UTRAN
2
References

3GPP TS33.401, "3GPP System Architecture Evolution (SAE) Security architecture".
3
Rationale

In current living doucument of 5G_UTRAN_SEC (S3-191648), the editor's note mentions that " add the definition of the KSISRVCC, CKSRVCC and IKSRVCC to Clause 3.1 of the current specification " is ffs.

Refer to 3GPP TS33.401, the KSI, CK, and IK are listed in the abbrevations part, this contribution propose to add the abbrevations of KSISRVCC, CKSRVCC and IKSRVCC in the cluase 3.2 instead of the definition in clause 3.1.
4
Detailed proposal
********** START OF CHANGES **********
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network
5G-AN
5G Access Network

NG-RAN
5G Radio Access Network 
5G AV
5G Authentication Vector

5G HE AV
5G Home Environment Authentication Vector

5G SE AV
5G Serving Environment Authentication Vector

ABBA
Anti-Bidding down Between Architectures
AEAD
Authenticated Encryption with Associated Data
AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement
ALS
Application Layer Security
AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 

ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector 
AV'
transformed Authentication Vector 
Cell-ID
Cell Identity as used in TS 38.331 [22]

cIPX
consumer's IPX
CKSRVCC                       Cipher Key for Single Radio Voice Continuity
CP
Control Plane
cSEPP
consumer's SEPP
CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System
gNB
NR Node B
GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange
IKSRVCC                        Integrity Key for Single Radio Voice Continuity
IPX
IP exchange service
KSI
Key Set Identifier
KSISRVCC                     Key Set Identifier for Single Radio Voice Continuity
LI
Lawful Intercept

MN
Master Node

MR-DC
Multi-Radio Dual Connectivity 
MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 

NDS
Network Domain Security

NEA
Encryption Algorithm for 5G

NF
Network Function

NG
Next Generation
ng-eNB
Next Generation Evolved Node-B
ngKSI
Key Set Identifier in 5G

NIA
Integrity Algorithm for 5G

NR
New Radio
NR-DC
NR-NR Dual Connectivity
NSSAI
Network Slice Selection Assistance Information

PDN
Packet Data Network
PEI
Permanent Equipment Identifier
pIPX
producer's IPX

pSEPP
producer's SEPP
QoS
Quality of Service 

RES
RESponse

SCG
Secondary Cell Group

SEAF
SEcurity Anchor Function

SEG
Security Gateway
SEPP
Security Edge Protection Proxy
SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN
Secondary Node 
SN Id
Serving Network Identifier
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function

USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

Annex X (normative):
 SRVCC from 5G to UTRAN
X.1 
SRVCC from NR to UTRAN
X.1.1
General
5G Single Radio Voice Call Continuity (SRVCC) is specified in 3GPP TS 23.216 [x], TS 23.501 [2] and TS 23.502 [8]. This clause specifies the security aspect to support SRVCC from 5G to UTRAN. SRVCC from UTRAN to 5G shall be prohibited. After a 5G to UTRAN SRVCC session has terminated, a UE shall run  a successfully (re)authentication in 5GS before allowed to access 5G.

During SRVCC from 5G to UTRAN CS, the MSC server should never know the KAMF nor should the KAMF be revealed to an entity other than an AMF. 
The AMF derives new key(s) to create a mapped SRVCC security context for the MSC server instead of sending KAMF to the MSC server.  
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Figure X.1.1: Key derivation of 5G SRVCC from NR to UTRAN 

1. The gNB sends Handover required message to the AMF.

2. The AMF derives a new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context similar to as described in clause 8.6.1 of TS 33.501 [x]. A new FC value shall be used.
Editor’s Note: The use of FC value for key derivation is FFS.
Editor’s Note: It was agreed to use a new FC value.
3. The AMF assigns the value of ngKSI to the eKSI (maps ngKSI to eKSI) and transfers the new K'ASME key and the UE security capability to the MME_SRVCC via Forward relocation request message.

4. The MME_SRVCC shall derive the CKSRVCC, IKSRVCC based on the new K'ASME key as the Clause A.12 in TS 33.401 [10]. Then the MME_SRVCC assigns the value of eKSI to KSISRVCC (maps eKSI to KSISRVCC) and transfers CKSRVCC, IKSRVCC with KSISRVCC, downlink 5G NAS COUNT and the UE security capability to the MSC server in PS to CS HO request message.


Editor’s Note: K'ASME should be renamed. Details on NAS COUNT handling need to be clarified, e.g. whether the key generation in MME_SRVCC is static.
5. The MSC server sends the PS to CS HO response message to the MME_SRVCC.

6. The MME_SRVCC sends the Forward relocation response message including the security parameters in step 4 to the AMF.

7. The AMF sends the HO command to the gNB, in which includes the security parameters in step 6.

8. The gNB sends the HO command to the UE, in which includes the security parameters in step 7. 

9. When the UE receives the message, it derives the new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT, and identifies the CKSRVCC and IKSRVCC as the MME_SRVCC does.

If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. In this case, the MSC server enhanced for SRVCC shall delete the newly mapped SRVCC security context for the UE, including CKSRVCC, IKSRVCC and KSISRVCC.
********** END OF CHANGES **********
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